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Let’s pretend...
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Some Wireless Terms  
Router - Internet (WAN) port and LAN port(s). Separates two or more networks e.g. 
separates your network from the internet

AP - Access Point - LAN port(s). Extends your network 

SSID - Wireless network name

WPA - Wireless Protected Access. A wireless authentication method 

WEP - Wireless Equivalent Protocol. A wireless authentication method

Passphrase - String of characters used to access wireless network.

TKIP /AES - Wireless Encryption Types
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How we use wireless

Computers

Printers

SmartPhones

Media players

TVs

Media servers

Weather stations

Video 
surveillance

Video display

Screen-casting

NAS

SIP phones

Audio

Projectors

Bridges

Games

...
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Routers /APs
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Setting up the Router
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Setting up the Router
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Setting up the Router
Apple
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Setting up the Router
Windows
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Setting up the Router
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Setting Up Wireless

SSID

Enter this name into the router/AP and then on the client to 
setup the connection.

It is best not to broadcast the SSID
If you do, don't use an identifiable name like the The Smith Family
 (unless your name is not Smith)

Set your DHCP range to match your needs.
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Setting Up Wireless

Security Options

Open

WEP

WPA

MAC address filter
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Wireless Security

Open 

Best if you want to provide internet access to your 
neighborhood. 

A great way to potentially share you sensitive information with 
neighbors and strangers.

Very easy and convenient!
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Wireless Security

WEP

Slightly more secure than Open

Can be cracked in a matter of seconds

Not a good choice.
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Wireless Security

WPA - Usually the best choice.

Use a complex passphrase
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Connect to Hidden Network
Windows
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Connect to Hidden Network 
Apple
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Wireless Security 
MAC Filtering (MAC does not refer to Apple MacIntosh)

Create a set of mac addresses that are allowed or prevented 
from accessing your network. 
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Do’s ‘n Don’ts
 - DO -

Hide the SSID

Limit DHCP addresses

Use a complex passphrase

Use MAC filtering

Monitor your network
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Do’s ‘n Don’ts
- Don’t -

Don’t use a SSID that identifies you. 

If you do, don’t use your phone number etc. as your passphrase.

Don’t leave your router/AP configured with the default or ‘no’ 
password.
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Good Security Practices 

Use the tools that come with your router/AP. 

Client lists

Bandwidth utilization

Status and performance apps 

Utilize firewalls and port filtering control where appropriate.
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Find the “status” page and show clients  (only one listed in this 
case).

Some devices provide other utilization data.
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Summary
These pointers will help reduce but will not eliminate risk

Be vigilant; the bad guys are. 

Sacrifice a little convenience for safety and security

You could be considered liable for something an intruder 
does on your network.

Know what is going on with your network. Use available 
tools to filter, monitor, and diagnose.
Etherape - unix
Ethereal - unix/Windows
NTOP - unix/Windows/Mac
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